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1.3 Prohibit direct public access between the Internet and any

system component in the cardholder data environment.

2.1 Always change vendor-supplied defaults before installing a
system on the network. This includes wireless devices that
are connected to cardholder data environment or are used to
transmit cardholder data.

2.3 Encrypt all non-console administrative access such as
browser/Web-based management tools.

3.3 Mask PAN when displayed; the first six and last four digits
are the maximum number of digits you may display. Not
applicable for authorized people with a legitimate business
need to see the full PAN. Does not supersede stricter
requirements for displays of cardholder data such as on a
point-of-sale receipt.
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3.4 Render PAN, at minimum, unreadable anywhere it is stored
— including on portable digital media, backup media, logs,
and data received from or stored by wireless networks.
3.5 Protect cryptographic keys used for encryption of cardholder
data from disclosure and misuse.
5.1 Deploy anti-virus software on all systems affected by
malicious software (particularly personal computers and
servers).
5.2 Ensure that all anti-virus mechanisms are current, actively
running, and capable of generating audit logs.
6.3 Develop software applications in accordance with PCI DSS
based on industry best practices and incorporate information
security throughout the software development life cycle.
7.1 Limit access to system components and cardholder data to
only those individuals whose job requires such access.
7.2 Establish an access control system for systems components
with multiple users that restricts access based on a user’s
need-to-know, and is set to “deny all” unless specifically
allowed.
12
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8.1

Assign all users a unique user name before allowing them to
access system components or cardholder data.

8.2

Employ at least one of these to authenticate all users:
password or passphrase; or two-factor authentication (e.qg.,
token devices, smart cards, biometrics, and public keys).

8.3

Implement two-factor authentication for remote access to the
network by employees, administrators, and third parties. Use
technologies such as remote authentication and dial-in
service or terminal access controller access control system
with tokens; or virtual private network with individual
certificates.

8.4

Render all passwords unreadable for all system components
both in storage and during transmission using strong
cryptography based on approved standards.

8.5

Ensure proper user authentication and password
management for non-consumer users and administrators on
all system components.
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9.1

Use appropriate facility entry controls to limit and monitor
physical access to systems in the cardholder data
environment

10.1

Establish a process for linking all access to system
components to each individual user — especially access done
with administrative privileges.

10.2

Implement automated audit trails for all system components
for reconstructing these events: all individual user accesses
to cardholder data; all actions taken by any individual with
root or administrative privileges; access to all audit trails;
invalid logical access attempts; use of

identification and authentication mechanisms; initialization of
the audit logs; creation and deletion of system-level objects.

10.3

Record audit trail entries for all system components for each
event, including at a minimum: user identification, type of
event, date and time, success or failure indication, origination
of event, and identity or name of affected data, system
component or resource.
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10.5 Secure audit trails so they cannot be altered.
10.6 Review logs for all system components related to security
functions at least daily.
10.7 Retain audit trail history for at least one year; at least three
months of history must be immediately available for analysis.
11.2 Run internal and external network vulnerability scans at least
quarterly and after any significant change in the network.
ASVs are not required to perform internal scans.
11.3 Perform external and internal penetration testing at least
once a year and after any significant infrastructure or
application upgrade or modification, including network- and
application-layer penetration tests.
11.4 Use network intrusion detection systems and/or intrusion
prevention systems to monitor all traffic in the cardholder
data environment and alert personnel to suspected
compromises. IDS/IPS engines must be kept up to date.
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115

Deploy file integrity monitoring software to alert personnel to
unauthorized modification of critical system files,
configuration files or content files. Configure the software to
perform critical file comparisons at least weekly.

12.9

Implement an incident response plan. Be prepared to
respond immediately to a system breach.

Notes

All products run in both GUI and green screen except:
Visualizer (GUI), AP-Journal (GS), AOD (GS), Assessment
(PC)

Reports produced by all products can be automated via the
report scheduler and output can be printed and e-mailed as
PDF, HTML or CSV attachments.
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