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Compliance and
Then Some

Promedico’s audit-tracking
solution yields business bonuses

By Jim Utsler
udit trails are like And in a world of
breadcrumbs. increasing business
They let others regulations, that’s simply
follow a path and, for the no longer acceptable.
group that created it, return Governments and other
on it. But that trail is only as industry-oversight bodies

good as the breadcrumbs that  need simple-to-follow trails

mark it. If they’re misplaced that ensure everyone’s

or changed for whatever operating within the

reason (hungry birds), boundaries of their respective
everyone might get lost. standards and regulations.

David Foner, ERP

manager, says
Promedico set out to
improve compliance but

soon found business

benefits in the solution.
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That’s why companies such as
Promedico Ltd. have gone out of
their way to make sure their audit
trails—unlike changeable breadcrumb
paths—are cemented in place. For
Promedico, a pharmaceutical-
distribution company that deals with
many regulations from different
governance entities, that audit-trail
solidification came in the form
of Raz-Lee Security’s iSecurity
AP-Journal application-security and
business-analytics solution.

Offering more than just advanced
audit-trail monitoring, this solution
has let Promedico address several other
pressing issues, including preventing
order halting due to customer credit
limits; ensuring employees are notified
when pharmaceutical expiration dates
change; and tracking inventory levels.

As David Foner, ERP manager
with Promedico, explains, “The
primary reason we chose iSecurity
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AP-Journal was to meet regulatory
requirements, but we soon discovered
we could expand the capabilities of
the product to enhance other parts of
our business.”

The Same Rules

Headquartered in Petach Tikva, Israel,
and part of the Neopharm group,
Promedico acts as a supply-chain
middleman between, for example,
international pharmaceutical and
medical-device companies and Israeli
pharmacies, hospitals, nursing homes,
drugstores, diagnostic institutes and
research labs, as well as convenience
and grocery stores, making up some
6,000 points of sale.

“Many of these organizations can’t
import some of these items—
particularly pharmaceuticals—directly,
so they go through us to import them
for them. That’s a large part of our busi-
ness, but we also have sales agents who
go around the country to sell cosmetics
and other over-the-counter items that
we import and sell,” Foner says.

Because of Promedico’s

international presence, the company
and its suppliers deal with many
regulations, including those imposed by
the Israeli government, the European
Union and the United States. And when
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regulators come knocking, they have to
make sure everything is in compliance.

One facet is abiding by a U.S.
Food and Drug Administration
regulation that establishes
guidelines regarding electronic
records and signatures. This is a
must for gaining Good Distribution
Practice certification and passing
audits imposed by the multinational
drug companies whose products
Promedico distributes.

“The suppliers and manufacturers
are required to meet specific
regulations, and in case something
goes wrong and, say, there’s a product
recall, they have to show the regulators
their entire supply-chain process, from
manufacturing to fulfillment. And
because we’re part of that chain, acting
as distributors and wholesalers, we have
to make sure that we also have any
pertinent data available and traceable,”
Foner says. “So in essence, we're part
of our supplier companies and have to
abide by the same rules and regulations
they do.”

Certainly, some of this traceability
could be conducted with the company’s
Movex ERP installation (hosted on an
IBM Power Systems* server), but that
functionality on Promedico’s older
version of Movex is somewhat limited




and doesn’t necessarily indicate to
regulators’ satisfaction that data hasn’t
been altered somewhere along the line.

As Foner explains, “We’re using
an early version of Movex that we’ve
enhanced over the years, but it doesn’t
have native journaling capabilities.
Newer versions do, but the one we have
works just fine, so we don’t see any
reason to upgrade.”

A Natural Move

Rather than ditch its customized
version of Movex, Promedico decided
to find a supplemental auditing and
journaling system—one that would
automatically notify business-unit
managers if files had been changed and
by whom. In the past, the company
relied on actively running these types
of reports, but that was a cumbersome
and time-consuming process that
delayed action if issues arose.

After evaluating another product,
Promedico decided in January 2009 to
go with AP-Journal, both because of
the robust functionality of the solution
and because Promedico was already
familiar with Raz-Lee, having been
using the vendor’s CPUScope and
DiskScope solutions for several years.
“We were familiar with the interfaces,
so this was a natural move for us,”
Foner says.

After a day and a half (and three
brief training sessions), AP-Journal was
installed and ready to go, with user-
defined criteria determining which files
should be journaled and then, within
those files, which changes will trigger
automated notifications. AP-Journal
can send these notifications to specified
personnel in several ways, including
SMS, SYSLOG, e-mail and MSGQ.

Promedico decided to go with
SMS alerts, as well as e-mails and
automatically generated reports, which
are being sent directly from the Power
Systems server to the appropriate
recipients, whether, according to
Foner, “it’s someone in purchasing,
finance, in the warehouse or in I'T.

It could be any number of people
depending on the context.”

Beyond Basics

Beyond the basic demand of regulatory
audit tracing, Promedico has extended
the solution to other solve other prob-
lems. For example, customer credit issues
might block shipments. During working
hours, this may not be a big deal, with
financial managers on hand to react.

If they’re gone for the day, however,
data-entry personnel may not know
what to do or have the privileges to act.
In such cases, SMS notices would be
sent to specified financial managers.
They can then either hold off on taking
action until the next business day or, if
urgent measures are required, remotely
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log in to the system to see exactly
what’s happening.

Similarly, notifications can be
sent if inventory levels of specific
products change, for example, from
zero to one or more. When these
notifications are received, fulfillment
personnel can then begin shipping
these goods to waiting customers as
soon as they enter inventory.

“This automated process means
we don’t have to go look for products
in inventory or wait until they enter
inventory,” Foner says. “Instead, we're
notified as soon as products become
available, which significantly cuts down
on our turnaround time.”

This also applies to when stock
levels decline, with notifications sent
off based on predetermined stock-level
criteria. Additional functionality
includes notifications for price changes,
order deletions and changes in delivery

dates. “There are many, many different
conditions we watch for,” Foner notes.

One of the more critical ones has
to do with updates to the expiration
dates of pharmaceutical products. As
required by Promedico’s customers,
only authorized, qualified pharmacists
can extend a product’s shelf life. So
when an expiration date is changed, a
relevant staff member receives a notice
to ensure that the update was indeed
made by an authorized pharmacist.
One such notification came up when
Promedico was demoing AP-Journal.
“Without it, we might never have
known about it,” Foner says.

Easy to Follow

With more and more regulations
popping up seemingly every day, most
organizations would be wise to make
sure they’re ready when the regulators
come knocking. As in the case of

Promedico, it now has an easy-to-follow
audit trail that will serve it and its
suppliers well.

But more, after deploying
Raz-Lee’s AP-Journal, Promedico now
has a highly configurable notification
system that can enhance other aspects
of its business. Although it’s difficult
to apply a return on investment to such
a solution, Foner is convinced it’s paid
for itself “simply because we may not
have passed audits of our various major
suppliers. They wouldn’t have been able
to keep doing business with us had we
not demonstrated these capabilities.” [F]

Jim Utsler, IBM Systems
Magazine senior writer,
has been covering
technology for nearly

20 years.
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