Authority on Demc

Flexible Allocation of Authorities on an As-Needed Basis

Screen 172 Modify Authority Rules

Type choices, press Enter.

Requesting user . . . . . ELI

Authority provider . . . . QSECOFR

Rule title . . . . . . . . Requesting emergency authority.

If *GRPPRF, accept for its members . [J

Conditions when applies  N-Not
Activity must begin . . . From: _1/01/61 0:00  To: 31/12/99 23:59
Time group (week schedule) _
IP Address . . . . . . . . .

PIN Code

Subnet mask:

Perform

Provide authority by . . . 1

1=Add authority of Provider

?=Swap to Providers profile
O=+NDMAX
MSGO mame and library

Max. work time (minutes) . 10
Send message to . . . . . *PROVIDER
*PROVIDER

To E-mail (mail, mail..) .

F3=Exit F12=Cancel
Last update was done by QSECOFR (*NEW-RULE), at 09/04/20 13:56:58.

Modify Authority Rules Screen

One of the greater challenges of system
administrators is to reduce authorities while still
allowing the organization to function properly.
However, permissions are generally granted on a
permanent basis. This means that people receive
full authorities even if they use them rarely.
Consequentially, there are too many people with
too much authority - a potentially dangerous
situation which could lead to security breaches.

Authority on Demand (AOD) is a unique product
for controlling user permissions while flexibly
responding to emergency security needs of an
organization. AOD can provide temporary
authorities fo a user upon need, while fully
monitoring the user's activity when the authorities
are active.

AOD reduces the number of profiles with high
authorities, while enabling relevant personnel to
easily obtain access to processes and business-
critical information when needed.

AOD uses advanced logging and reporting
facilities to provide internal and external auditors
with complete audit trails including actual user
screenshots and lists of user activities while

Features

Easy to Use - AOD simplifies the process of
granting special authorities when
necessary, and incorporates advanced
reporting and monitoring mechanismes.

Add/Swap Security Levels (unique feature) -
AOD can grant an alternative authority
level or add additional security rights to an
existing user profile.

Fully Monitored Temporary Permissions -
AQOD provides temporary authority, then
prints the system audit log (QAUDJRN), and
captures user screen images while the
temporary authority is valid.

Authority Transfer Rules & Providers - AOD
enables pre-defining special authority
"providers" and special authority transfer
rules such as time-limited authority fransfers
and optional PIN codes.

Safe Recovery from Emergency - AOD
enables recovering from different types of
emergency situations with minimum risk of
human error.

Extensive Monitoring - AOD logs and
monitors relevant activities, producing
regular audit reports and real-time e-maiil,
SMS or SYSLOG alerts when higher authority
is requested.

Controlled Access - AOD allows only
relevant personnel to access critical data
and processes.

Multiple Reports - AOD creates reports by
time, time range, user who requested
authority (requester), user who provided
authority (provider), operation type, job
name (workstation), time groups and
more.

Three levels of product usage: Full, Auditor
(read-only) and Emergency.

running with higher authority. All these capabilities
enable AOD to save valuable time and resources.
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Security

Confirmation ID:
Time: 11/03/08 22:40

Time: 11/03/08 23:19

1D: 553

ELI end aqd authority
456789 /ELI/QPADEV0003.

Authority on Demand Log

ELT start add authority of user QSECOFR in job
456789/ELI/QPADEV0003.

Reason: Need to check problem in production system.
5634

Attachment 1 - Command entered
Attachment 2 > Captured Screens
Attachment 3-- DE Reco

rds changes

hf user QSECQFR in job

¥

P

Visplay Tpocted File File Conirol Layout Mode Subset Print  Hindou Special Display Spoated File
sorat 14 records Change File OGPL/ODHF7Z8 contenls mbr| [File ... ..: IRIRNFRT
Control . ~ [7=Top B=Bollom 5=Splil K=Key F4) Fatl |controt . .. . . B
. o B tsL.Fld. 1 (n Mamo @ /n Fa} vot| | pin
31208 Progran ODCBMD runs Command OSYS/EHRICE: EHGIDB PRTTHT(* Scan . . Test: Valus: A ° ‘l' e T R B ;
317128 Progean ODSHVG Funa Coamaed GSYS/RMINEGE RMVNSG FOmQ(sPRY Relative ~ [TTEN 8|DESCRIPTION | ITEH |©TV oy TTER B RETL TP SEPPLIPPI: S LT T TP TP T T e
Brogras ODLOA runs Commnd OSYS/ELOF: CLOF DIIDICON . Riscord (TRUNCATED) |VENDE |ON HAND ON ORDER|PRICE | |7ob GPADEVON0S/GSECOFR/T11561 Progrsn:IDORDOTD  RAN: 1P address
; Progran USPROBLOG runs Command USYS/CHGIDE: CEIUS PRTTAT 511
e e Numbar 2008-06-11-14. 3112 USECOFR JOORODT  SHZIDTR  JDUADDT  ID Order De
T ogem. SRS rurm Somend MFLAUL U, Job ZEISM/TLI/OP *RAN TTEHND| SOESCR VENDE | OTYOH 0TYO00  |PRICE OROER NUNSER oa0az
Program U rums Comand OSYS/RTVNETA: RTVNETA SYSNsmECasTs | T re e e e e e e s e e e LINE HUHBER 1.
Progran U russ Comsand OSPS/RTVADBA: STVDBA JDB(SI0E US 1 HOLE PUNCH. 13, 13 3. 67.19|
Fragra U rums Comsand GSTS/SHOPGWISE: SHOPGWSG MEGIOICHY 2. HPOOOA HOLE-PUNCH 75. 830, 24, 14.52] HTEN CODE HK gz
Read of cbject QSVS/DMACEVODOT «DEVD. Access tyse 030-| ==2 QUANTITY 1120.60
Fragras STARG runa Gramssd QSYS/GALLT SRLL POYISMIO/00M) 3. LOGG26 LETTER OPEN 2. nz. 542 15.68) -3 PRICE 15.00
rogrem ATVOTAA runs Command OSYS/NTVOTARA: RTVOTAARA UT 4. MNPOGOZ NMARK PENBLK 3.- 576. 24. 18.12) .
Frogras ATVOTEA runs Command OSYS/RTVSVSVAL: QSYS/RTVSYSV 3 HPOBB2 HARK PEN, RED a. 5. . 11.28] DELIYERY DATE 2008-07-01
Frogras HIVOTAA runs Commnd QSYE/TVERSUAL: DSV/RTSYS ™ P Tob TU1561 Progran:d0ORIDTD AN 1 1P sddess
31/12/68 10:34:33 w0 Usar ELL; Progras AIVOTAA runs Command OSYS/RTVSYSYAL: DSVS/ETVSVSW
Bun 19, 41, Arcacent 2 Type options, press Enter. 2008-06-11-14.50.18 (SECOFR IDORDOT SHZIDTR  JOORODT I Order D
1=Select  S=Display jeb  G=prink  7=Search  B=Disp ORRER: HUNBCR: ueees
Print Rudit Securitu Log Estimated Capturs LINE HUMBER L
TLA12468 15:34:33 aCHD User ELL; Progras NIVOTAA runs Command QSYS/CVTCAT: CYTOAT CATEL 311 Oet Bser il Frasse 5 irese - R — -
FleExit  FisCancel Fidsleft Fl0whighe  FlasHors beys _ JOHN (OPADEVDOGL 23 102.168.1.4 10/07/07 ==> QUANTITY 1100. 00
7R QPADEVBBOZ 2 1.1.1.183 21/86/07 1 PRICE 11,06
7 _OSECOFR FANTASY. 6 1.1.1.196 21/06/87 1 DELIVERY DATE 2008-05-31
Type opliens, press Enter. Job QPADEYBOOS /QSECOFR/T11561 Progras: JOORDDTD Ll 2 IP address
I1=Select  S=Display JE! 2008-06-11-14.50.36 QSECOFR TpaRcot SHZIDTR  JOORODT I Order De
sb
R {3
Opt User Torminal  Frs ORRER tee foean
JoHN OPADEVBORI
7R OPADEVAOEZ FisExit  Fil=Cancel Flgsleft  FIO-Right FZd=Mors keus
7 OSECOFR  FANTASY Buerprinting mot displayed.
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